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Kak nonb3oBartbca UudppoBbiMU
comHaHcoBbIMU ycniyramm 6esonacHo

Kak genatb npaBunbHO?

[ns oTcnexuBaHnsa ABMXKEHUS CPEACTB MO CYETY HYXHO
noaknynte CMC unm push-yBegoMieHns no Ncnosnb3yemMon
6aHKOBCKOW KapTe 1 3/IEKTPOHHOMY KOLLESbKY

(BHMMaHWMe: 3Ta ycriyra MOXET ObITb N1aTHOM).

CoBepLliaTtb MNOKYMNKK B UHTEPHETE C MOMOLLbIO OTAE/bHOM
nebeToBol 6aHKOBCKOWM KapTbl (He 3apniaTHOW unn Toi, rae

COprﬂH MK 6aHKa XPaHATCHA BCe AOCTYMNHble CPEACTBa).
HE MMEET NpaBa CoBepLuaTb OH/aNH-MOKYMKM TOMIbKO Ha MPOBEPEHHbIX cCarTax
3anpalmBaTb HOMEP W TONbKO yO6eAMBLUMCH NpeABapuTesibHO, YTO CaiT noaaepxveaeT

npotokon 3D-Secure (agpec HaumHaeTtcs ¢ O6ykB https, a He http).

BalLlen KapThl,

7 Hukomy He roBopuTb, He 3aNMCbiBaTb U NMPUKPbIBaTL PYKOR Mpu
TpeX3HGQHPIM HOMER BBOAEe B 6aHKoMaTe unm 6aHKoBckom TepmuHane [NVIH-koa ceoein
C O@paTHOl/] CTOPOHDbI 6aHKOBCKOi KapTbl.

Ka prl (C\/\/ / CVC_KOD') [Mpu nonb3oBaHMM 6aHKOMATOM NPOABNATE OCTOPOXHOCTb,

V]n M KOLI.-I'IOD,TBGD)KLI,GH Mﬂ 06pau.|,aTb BHMMaHMe Ha NOCTOPOHHUX BOKPYT, HA NOAO3pUTE/IbHbIe
yCTPOICTBA 1 Haknaaku B MecTtax Beoga NNH-koga n kapThl.
n3 CMC.

He gonyckaTb NOCTOPOHHMX K 6AHKOBCKOW KapTe, 3NeKTPOHHOMY

KOLLE/IbKY, MOGUIbHOMY TeNleoHY, TMYHOMY KOMMbIOTEPY
BaHku HUKO I'.EI,A W He OCTaB/ATb OTKPbITbIM GAHKOBCKOE / MaTeXHoe NpunoxeHue
3TOro He genalT nocne CoBePLUEHUS OnepaLiuii.

Mcnonb3oBaTb CNOXHbIE M pa3Hble Napon, PEryNSPHO NX MEHSTb,
HUKOMY He coobLLaTh U HUKOrAa He nepecbinaTb

Mo 3/1eKTPOHHOM noute, B CMC 1 MecceHaxepax. ViaeanbHbii
naposib — aCCOLMATUBHBIA, KOTOPbIA MOXHO He 3amnucbiBaTb.

Ecnu ectb onaceHusa 3abbITb Napo/ib — 3anuchbiBaThb

B 6yMaXKHbIn 6/T0KHOT, HO B 3alUMpoBaHHOM BUAE.

HesamepnnurenbHo coobwatb B 6aHK UK NNATEXHYIO
opraHuMsaumio 0 noTepe KapThl UK B3/IOME KOLLE/bKa.

Mpun ckauMBaHMU NPOrpaMMbl MPOBEPSATh, HACTOALLAS /M OHa.
MolueHHUKaM yaaeTcs pasMeLlaTb AaXe B HaleXHbIX MarasuHax
NPWUIOXEHUY NPOrpaMMbl, MaCKUPYOLUMECS NOA roCcyAapCTBEHHbIe
CEepBUCHI UM UHBECTULIMOHHBbIE MHCTPYMEHTBI FOCKOMMaHwui. Ecnin
pa3paboTUNK NPUNOXKEHUS COMHUTENIEH — HE CTOMUT 3arpyXaTtb ero.

PerynsapHo yganate nHopmaumio o naatexax ¢ NoMOLLbIO OYNCTKU
6ydepa haiinos (cache) n haiinoB coxpaHeHns gaHHbIX (cookies).

YcTaHaBMBaTh SIMLEH3UOHHbBIE aHTUBUPYCHbIE MPOrpaMmbl Ha BCe
ragxeTbl (TenedoHbl, KOMMbIOTEPbI, NaHWEeTbI).
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Kak nonb3oBatbcs UnhpoBbiMU
¢pMHaHCcOBbIMM yc/iyraMum 6esonacHo

Kateropu4yecku Henb3s:

Cosepuwatb CMC-nnaTtexu Ha KOpoTkMe HoMepa On4a onatbl
NHTEPHET-YCYr K NepeBOAOB HEMPOBEPEHHbLIM Nonyyatensm

(@ peTaM M NOXWMbIM POACTBEHHMKAM CTOUT BOBCE
3a6/10KMPOBaTh Ha AeBaicax BO3MOXHOCTb NEPEBOAOB
Ha Takue HoMepa MO0 NOAKAKUYNTL ONLUNIO OL0OPEeHMA
nnaTtexxen).

CoxpaHsaTb Naponu, NUYHLIe AaHHbIe, HOMEepa 1 gpyrue
PEeKBU3UTBLI UK choTorpachrm 6aHKOBCKMX KapT
B OHNalH-cepBmncax nan B MOOWIBHOM YCTPOICTBE.

OAS. OFIAQIMb!
riepetoume o Ccbinke
PearmnpoBatb Ha coobuleHUs OT 6aHKa UK NAaTeXHOWN
opraHvsauunu, npegnaratolme CPOYHO CHATb HANUYHbIE
WMKU NepeBecTn AeHbrr M Ha «6e30MNacHbIN CHET».

omnpassme e _
gauy CVV/ Koa oBepuwaTb OHMAWH-MIaTeXu, NOAKNIOUYMBLUNCE K OTKPbITbIM

Toukam goctyna WI-Fl (BBegeHHas Npy TaKkOM BbIXxoae
B OHMalH NnaTexHaa MHopPMaUna MOXET CTaTb
0o6LWEenOCTYNHOM’).

MNepenaBaTb OAHKOBCKYO KapTy MOCTOPOHHMM:

ee PeKBN3UTbI (HOMEP KapTbl, CPOK AENCTBUSA, MMS
Bnagenbua, CVV/CVC-koa) MoryT ObiTb MCNO/Mb30BaHbI
MOLLUEHHUKAMW 019 MHTepHEeT-NAaTexa UK onniaTbl NOKYMoK.

OcTaBnatb He3aBepLUIEeHHbIMKX M1aTeXHble
OH/MarH-onepaLlnu. Ecnu BbI rnepeagymannm onnayvymeaThb,
HY>XHO yOannTb AaHHble naaTexHom KapTbl.

MNepexoautb B MECCEHAXKEPDLI N3 arperatopoB YacTHbIX
ob6bABNEHWI ANGA fanbHelilero o6cyxaeHua getanei
Kynaun-npofaxu B YacTHOM nopsgke. Nepesoantb
npegonnary 3a ToBap HE3HAKOMbIM JTIOAAM

1 NepegaBaTth AaHHble CBOen nnaTexHon KapTtbel: CVV/CV
C-kopa, koa 3 CMC nnu push-ysegomneHui.




